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Secure your Mobile - Secure your Money
Keep Your Information Confidential

Dear customer,

Greetings from IOB !
Mobile phones have the potential to become the biggest threat for
leakage of confidential information.

e Record 15 digit IMEI number (can be
accessed by Keying *#06# in your mobile)

e Enable Device locking (Use Password/ Security
Pattern / Biometric Authentication )

e Report lost or stolen devices to police.
e Backup data regularly.

e Reset factory settings when permanently
discarded or sold or given to someone else.

e Never connect to unknown networks or un-
trusted networks using Wi-Fi .

e Disconnect Wi-fi / Mobile Hotspot/ Bluetooth
while not in use.

Do not store confidential number/information in your mobile phone.
Update Anti-virus/ OS/ Apps in your mobile regularly.

Do not share confidential information like Internet banking login 1D
/Password /OTP /PIN /ATM-Debit /Credit Card Number / CVV/ Expiry Date
to anyone. If you receive a mail or phone call asking for the same, be
alert, as it is likely to be from a fraudster.

Bank or its employees will never ask for such confidential information
through e-mail or over phone.

GOOD PEOPLE TO GROW WITH

With warm regards,

Chief Information Security Officer
Indian Overseas Bank, Central Office, Chennai 600 002




