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Tips for Social Media Profile Safety 
 

1. Never share your personal identifiable information 

such as address, phone numbers, date of birth etc. 

on social media platforms. 

 

2. Display bare minimum information about yourself 

on social media. 

 

3. Lock your social media profiles such as Facebook, 

Twitter, Instagram etc. and provide restricted 

access to others. 

 

4. Never share or save your financial information on 

social media or on other online platforms. 

 

5. Control your third party login -The majority of 

websites and apps give you the option to logging 

in using your already existing social media 

account instead of creating a new account from 

scratch. When you stop using a particular account 

don’t forget to revoke social media account 
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access for these third-party apps and websites 

account. You should also remove the social media 

login credentials from the apps or websites which 

you are not using for a longer period. 

 

6. Choose a Strong Password – Always use strong 

password while logging into Social Media account. 

 

7. Use Login Approvals - Turn on a security feature 

known as two-factor authentication wherever such 

features are available like Google account, 

Facebook account etc.  

 

8. Don’t use same password for Social Media and 

your Bank Account. 

 

9. Regularly Review your privacy setting in social 

media and make sure they are secure. Don’t use 

default privacy setting and make sure it fit for your 

purpose. 

 

10. Also ensure that for downloading of any apps; 

secure sites (with symbol locked padlock) should 

be accessed and care should be taken during 

redirecting to other websites. 

 


